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Creating a secure environment
Effective security measures in schools and colleges can 
bring many benefits. A reduction in theft and vandalism and 
a greater feeling of personal security can greatly improve 
morale and contribute to a far better learning environment.

This information is aimed at anybody with responsibility 
for security in educational environments. Whether starting 
an initial review, adding to existing measures, or looking for 
a solution to specific problems, we hope you will find this 
information useful. This information should be coordinated 
with the details identified in Secured by Design.

What you need to do: the security route map
Decide in advance what you want to achieve. Are there 
existing problems which need to be overcome, or potential 
risks to counter? These should be prioritised, so that you 
clearly understand what is essential. Any security system 
involves a trade-off in terms of convenience and cost. You 
will also need to balance deterrent measures (such as CCTV) 
with security systems which physically prevent intruders 
from gaining access.

ASSA ABLOY Security Solutions can provide valuable 
assistance at this stage. Our staff are fully trained in the 
benefits of the different products available, as well as 
being skilled in integrating these with other systems.

Consider how best to explain the new security measures 
to staff, pupils and parents. This is vital, because if users see a 
system as more of an inconvenience than a benefit, they will 
exert considerable ingenuity to finding ways to evade or 
even disable that system, which defeats the whole point. 
Once the system is in place, take time out occasionally to 
review its progress and to ensure it is successful in meeting 
your objectives.

Cost effective solutions
ASSA ABLOY Security Solutions are happy to discuss the 
importance of whole life cycle costings and how you can 
benefit, with you and your representatives.

The evolution of security…
or rather, the evolution of insecurity

We look at how we can keep people and property safe, in a way that intelligently
interprets needs and aspirations – but at the same time provides discreet, low
profile security appropriate to the environment.

Carry out a risk assessment
Threats to security include:

• Parents, visitors, students or pupils getting into areas 
where they aren’t allowed without supervision.

• People breaking in while the premises are empty to 
carry out petty theft or vandalism.

• Professional thieves after valuable equipment such 
as computers.

• Violent intruders breaking in during the day.

Remember to balance security needs with the requirement
for safety. A building may need to be evacuated in a hurry
if there is a fire or bomb scare and security measures must
not hinder this.

A review of your current security measures can identify
weak spots. Talk to staff about the problems they encounter;
put yourself into a criminal’s shoes and ask how you would
break in. Your local police Crime Prevention Officer can also
offer helpful advice, or approach a professional locksmith for
a security survey.

Draw up an action plan to meet the threats. This obviously
needs to be balanced against the available resources. 
Do not neglect possible hidden costs such as maintenance,
replacements, or the need to provide specially trained staff
to operate a system.
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ACCESS CONTROL
Flexibility is the key benefit of 
electronic access control systems. 
Security levels can be tailored to 
individual requirements and 
varied at different times. 
ASSA CLIQ® Remote and ASSA 
SMARTair™ are used in a wide 
range of industries and sectors in 
everyday life, due to their 
adaptability for the clients.

DOOR LOCKS
There are many different
applications within a school/
college building, so a flexible
and modular range of locks is
recommended. Functions range
from high security deadlocks on
secure store rooms to toilet 
locks and simple latches on 
kitchen doors – however all 
products need to be strong and 
robust. This applies equally to the 
door closers, hinges and other 
hardware, which otherwise 
could require costly 
maintenance.

DOOR CLOSERS
ASSA ABLOY door closers are 
suitable for a wide range
of applications from private to 
commercial and public sectors, 
and for light and heavy doors. 
Their modular configuration 
simplifies planning, whilst the 
simple assembly features and 
intelligent adjustments make for 
easy installation. This series of 
door closers is a collective 
development by the ASSA ABLOY 
Group and offers a co-ordinated 
design across a broad product 
range including rack and pinion, 
CAM-motion® and electro 
hydraulic door closer solutions. 
The uniform design gives rooms 
and buildings a consistent 
aesthetic appeal, and is available 
in a wide range of finishes and 
RAL colours. This includes the 
world's first Security Door Closer.

MASTER KEYING
Huge, heavy bunches of keys
are a common sight in many
educational buildings. By adopting 
a master key system, each 
person needs only one key to 
open every door they should 
have access to – and no others.

This convenience should be
balanced by the level of security
required, with an effective
patented system of key protection 
to ensure that nobody can obtain
an unauthorised copy of a key.

We offer a free advice and design 
service to suit each individual 
requirement.

WHY ASSA ABLOY WORKS
We have a long track record in
providing locks and ironmongery
for schools and colleges. There
are over 7,000 educational
establishments throughout the
UK that already have ASSA ABLOY
solutions as a part of their 
physical security package. The 
confidence in our products 
comes from their continued 
excellent performance
and we are also committed
to developing fully integrated
solutions that work across any 
ASSA ABLOY brand.

What needs to be considered
Educational security needs to be considered from several 
viewpoints and Secured by Design is a good starting point:

• Protection of the grounds, which can include fencing, 
gates and security cameras.

• The building perimeter, usually the main line of defence. 
Ideally there should be a single entrance, so that all visitor 
access can be monitored and controlled. However, safety 
requirements may call for many exits to the building to 
allow rapid evacuation.

• Within the building/campus, most rooms will not normally 
be locked, although the option to do this if necessary may 
be required. Certain rooms, such as laboratories, computer 
rooms and secure storerooms may need a much higher 
level of security.

• Security requirements may change at different times
–  during the teaching day, in the evenings and at night, as 
well as in term-time and the holidays.

• Don’t forget that ironmongery is one of the few parts
of a building you actually touch, so it must feel right. That 
way, you only notice it if it breaks. 
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Nurseries and primary schools
Case study: Springwell School, Southampton

Top: Electro-mechanical lock used with 
access control.

Below: Token for use with proximity 
reader in conjunction with access 
control.

The challenge

With young and very small children the issues are more about ensuring they stay where they should be, rather than 
wandering into danger. Equally, doors, handles and escape devices which are essentially designed around adults but 
need to be child-friendly.

Springwell School is a designated day special school for pupils with complex learning difficulties aged from 4 - 11 years. 
Many pupils have associated disabilities including speech and language disorders, autism and challenging behaviour. 
The school is relocating to a new building with eight classrooms, a variety of specialist teaching areas including a 
hydrotherapy pool, multi-sensory room, soft play room, ICT area, art and cookery rooms.

The solution 

Securing an area with young children doesn’t necessarily
need expensive locks or keys, it may just be a case of raising
the handle above their reach. However, arriving at solutions
that will work for both staff and pupils equally and effectively
needs careful consideration.

At Springwell School, we provided perimeter doors with
two points of locking. An escape sashlock allows secure
mechanical locking out of hours with a physical deadbolt,
whilst a high level nightlatch (out of the reach of the
children) provides day time access and egress.

A compatible electric strike provides emergency escape for
everyone, which can be controlled and supervised.

To ensure that our products can withstand the rigours
of school life, we not only ensure the product meets the
relevant standards, but also have our own independently
accredited testing facilities.

Challenges of a typical school
1. Sports hall (external)
2. Cloak rooms
3. Sports hall (internal)

4. Lecture theatre
5. Public corridors
6. Main entrance

7. Offices
8. Student and staff corridors
9. Classrooms

10. Secure store

Your checklist
• How will you protect the

grounds?
• How do you monitor and 

control visitor access?
• Have you provided for safe and

rapid evacuation?
• Will internal rooms need to be

locked sometimes? If yes, who
controls access and how do 
they do it?

• How will you secure computer
rooms and storerooms
adequately?

• What about out of hours
community use?

Electronic security
Electronic access control systems 
are flexible and can be altered to 
suit changing situations and 
needs. They integrate with other 
systems easily and can be 
controlled from one point. 
Access control systems provide 
an audit trail, giving you
information about who’s 
entered the building and how 
many times particular doors 
are used.

Mechanical security
A modular locking system
incorporating a full range of
functions from high security
to toilets, classrooms and
storeroom complying with
all current standards including
BS 8300 and the Equalities Act.

Safety strategy
All buildings need exit routes 
with doors that can be easily 
opened from inside with a 
simple action. It’s important to 
remember that any exit is also 
a potential entrance. Escape 
doors should normally re-lock 
automatically and be secure 
from the outside.

Key control
Heavy bunches of keys are a 
thing of the past with an ASSA 
CLIQ® Remote master key 
system. A single ASSA CLIQ® 
Remote key is programmed 
to each person’s access needs, 
opening every door they should 
have access to – but no others, 
with the advantage of an audit 
trail capability. An effective 
system of key protection must 
be in place so that unauthorised 
use of keys will never occur.

The products
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The main teaching block at Chase Terrace High School
was destroyed by an arson attack.

The rebuilding of the new block gave the Council the
opportunity to upgrade the school to Technology College
status and provide evening classes for the local community.

The arson attack gave rise to the need for increased
security and the provision of evening classes, has impacted
on requirements for monitoring visitors out of normal
school hours.

The layout of the new facility has been designed so that
all computer and IT equipment are housed on the first
floor, which means that the more vulnerable ground floor
classrooms are clear of targeted equipment.

The college is now able to control all the corridor doors
which can be held open on electro-magnetic units. This
reduces the wear and tear on door closers and the doors
themselves, whilst allowing them to be locked when certain
areas needed to be closed.

All classrooms are fitted with modular classroom escape

Traditional keyed system
There are no means of
interrogating a traditional
mechanical master key system to 
ascertain a history of use. Benefits 
however, are that they are easy 
to repair and cost-effective. 
Systems are available to suit a 
variety of security levels and 
system structures.

The challenge

Secondary schools and academies are busy and boisterous 
places where robustness and durability are as important as 
functionality and security levels.

With many schools and academies being built using PFI/
PPP funding, it’s important that whole life costs are taken 
into account, alongside maintenance regimes. Solutions 
that cannot easily be removed or broken and that have a 
proven performance are important value for money 
considerations.

 
 

Benefits of different access
options:

Offline access control – key or 
card
This allows interrogation of key/
card or lock to ascertain who 
had used or attempted to use 
the lock over a certain period, 
typically the last 600 to 1,000 
actions. A robust system not 
reliant on an external power 
source, battery life is typically 2 
years. Should the incident occur 
it is easy to download 
information on who had used 
the lock with a hand held 
reader. Typical use includes 
bedroom doors and kitchen 
doors.

Online access control – card or 
token
The wireless hub allows multiple 
door units to be updated 
centrally in real time. These 
updates can be new access plans, 
cancelling cards, requesting 
audit trails and a multitude of 
other functions, like leaving 
the door in temporary opening 
mode. User cards simply go to 
the door units to be granted or 
denied access, from the 
information relayed via the 
hub to the door units.

The solution

Case study: Staffordshire County Council –
Chase Terrace Technology College

The products

locks (now favoured by the county fire officers) with stainless
steel door furniture and cost effective functional door closers.

Master keying has been implemented to create
departmental pass groups and floor sub masters. There
is flexibility built into this system to allow the rest of the
college to be added at a later date.

Before this solution was proposed and implemented, the
academic staff, caretakers, county architects and contractors
were able to provide input into the system and understand
its scope for the future.

After two and a half years the new Technology College has
regained its status with a high level of successes in students
going onto UK universities.

The development of extended school/academy use means
premises need effective security beyond the normal
school day, often with different levels of security, where only
certain areas are open to the public.

The on-going challenge of protecting school buildings
during holiday times when arsonists traditionally attack
empty facilities is now becoming a more common element
in specifying for educational buildings.

Secondary schools and academies

TOP: ASSA CLIQ® Remote key and 
padlock for off-line access control.

MIDDLE: ASSA ABLOY DC500A/SS...

Bottom: nightlatch in conjunction 
with electric strike and handle 
allowing mechanical escape.
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Bringing flexible access management 
to Loughborough University

The challenge

Highly regarded for its sporting facilities and sports 
education, Loughborough University is ranked among
the top 13 in all three major UK university rankings.

Access-controlled areas around its campus are diverse, with 
a balance between security and accessibility required for 
each one. They include lecture theatres, offices, labs, 
treatment facilities and student accommodation, as well as
the new National Centre for Sport and Exercise Medicine
East Midlands (NCSEM). This facility has achieved BREEAM
Excellent rating and will provide research and medical 
services for sporting injuries. 

The university entrusted ASSA ABLOY with creating a new, 
consistent and overarching security design manual, for 
NCSEM and other buildings. 

As part of the process, they sought a locking solution 
that would:
• Ensure security is consistent across the campus
• Enable easy, secure and flexible access rights 

management
• Bring existing locks, new locks and master keys into one 

integrated system
• Give priority to student safety and security 

“The safety of our students is always paramount,” explains
Loughborough University’s Phil Sheppard. “So it was crucial
we worked with a trusted manufacturer.”

A key part of the new security design is ASSA CLIQ® Remote
mechatronic locking technology. To date, around 100 ASSA 
CLIQ® Remote cylinders have been installed, alongside 3 
ASSA CLIQ® Remote wall programming devices for remote 
updating of user keys and access rights. Up to 5,000 doors 
are potentially slated for integration with Loughborough’s 
new, unified locking system. No extra wiring is needed, 
because locks are powered by a battery inside the 
programmable ASSA CLIQ® Remote key.

With ASSA CLIQ® Remote, building managers can grant 
access remotely, or block lost and stolen keys, using just a 
simple, web-based interface. This minimises the wastage in 
time and money incurred by replacing a mechanical lock. It’s 
easy to generate an audit trail – to record who has opened 
exactly which locks, and when.

“NCSEM contains areas for university research and NHS
patients,” adds Phil Sheppard, “so it was fundamental to put
access control in place that would create separate and
secure accommodation for NHS outpatients, while allowing 
students and staff to move around the research facility freely.”

The solution The products

Top: CLIQ® Remote cylinder and key.

Below: CLIQ® Remote wall programming device.
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Quality assurance
The most important feature of any product is that it works, 
provides trouble free performance year after year, and that 
you receive efficient after-sales service. 

ASSA ABLOY offers a no-quibble performance guarantee 
on many of its products. These are not just materials and 
workmanship warranties. We guarantee that if specified and 
used according to our instructions, our products will give 
continuous trouble free operation throughout the specified 
period. If they fail we supply replacements.

Our management systems are ISO 9002 accredited and we 
have our own independently accredited test house, which 
is able to test products in isolation or as part of complete 
doorsets.

Sustainability
ASSA ABLOY is committed to providing products and 
services that are environmentally sound throughout the 
entire production process and product life cycle.

Sustainability is a natural translation of ASSA ABLOY’s 
cornerstones – vision, realism, courage and ethics – which 
have been central to our development since the Group’s 
creation in 1994. The environment, business ethics and 
social responsibility are critical issues to address in a society, 
which we are an integrated part of.

Our unconditional aim is to make sustainability a central 
part of our business philosophy and culture, but even more 
importantly is the job of integrating sustainability into our 
business strategy.

The first steps in this direction is our Global Environment 
Policy and our Stakeholder Integrity Policy. These policies 
cover issues, such as:

• Business ethics
• Human rights
• Working conditions
• Gender balance
• Diversity
• Consumer interests
• Community outreach 

To us, sustainability means
integrating environmental,
economic and social
considerations into decision
making for the benefit of our
business, customers and the
wider community.

As part of our padlock
testing process we freeze
them to -40°C then try to
fracture the shackle.

The IMAS Flex 150 costs £1.2m and there are less than ten in the world, several 
of which belong to ASSA ABLOY who have been instrumental in their 
development. They allow flexible and accurate machining of the main cylinder 
body and plug components. This gives high variety with low lead times and 
offers higher component accuracy, leading to better security performance and 
quality.

Environmental
Our environmental policy:

• We meet or exceed legal requirements.
• We continuously develop strategies to reduce

consumption of resources, prevent pollution and improve
the overall environmental impact from our operations 
and our products along the value-chain.

• We continuously seek ways to improve our work
environment and to reduce risks that can cause accidents
and pollution.

• We require management personnel to be responsible
for implementing and upholding this policy through 
awareness, training, measurement and reporting.

• We encourage and foster openness and communication
of our policy with our stakeholders.

• We apply our policy in all business transactions and
expect our employees, partners and suppliers to apply
them as well.

• We will strive to implement certifiable environmental
management systems at all local production units.

Our environmental procedures draw from host country legal 
requirements and international standards and guidelines, 
i.e. ISO 14001, the UN Global Compact and the OECD 
Guidelines for Environmental, Health and Safety survey.

Every process and procedure within ASSA ABLOY is geared to meeting and 
exceeding all relevant industry standards and requirements to improve the 
workplace and the environment we live in.

What to do now…

This document gives you an overview of 
how we can work with you in developing 
innovative and robust solutions for the 
education sector.

The specifications we have included
are standardised, however, we work with 
architects and clients to resolve their own 
particular challenges – helping to deliver the 
solutions that meet all the necessary criteria.

This document will give you an insight
into how true integration of physical security 
– right from the outset, will deliver real
benefits for your clients and end users.

Once you have an idea of your specific 
challenges, speak to your local ASSA ABLOY 
Security Solutions Regional Sales Manager and 
we will work with you to develop a solution 
for your project.  

Screenshot from the Hi-O™ manager interface. Hi-O™ (Highly Intelligent 
Operation) is a new concept for electronic door solutions, simplifying 
installation, service and upgrade. It enables connected devices to exchange and 
share encrypted information. Every device (e.g. electric strike, proximity reader, 
door automatics etc) is connected through a 4-wire cable; two wires for power 
and two for data communication .

Innovation
Our aim is to lead in innovation and provide well-designed, 
convenient, safe and secure solutions that give true added 
value to our customers. 

To achieve this we spend a lot of time listening to our clients 
and their markets. Our product managers and R&D team look 
at ways in which we meet new challenges or refine 
existing products.

We have a strong record in producing new products – the 
latest of which includes the award-winning ASSA CLIQ® Remote 
and ARX.

Equalities Act 2010
We provide ironmongery and related products which 
conform to the guidelines laid out in the BS8300 and the 
Equality Act. We are now looking at able and disabled 
requirements as a whole – moving towards inclusive design.

Whole life costs
Our offering is all about products that perform in the 
environment they are designed for – and offer true value for 
money in terms of initial outlay and maintenance. The main 
cost of a product is usually in the fitting or replacement of an 
item. A better quality product will always offer greater value 
for money over its whole life.

If a doorset suffers catastrophic failure in service, not
only is there the cost of replacing the doorset, but also the 
associated costs of for example, stolen items due to lack of 
security, or even the possibility of claims against injury if a door 
fails in a fire.

Within schools the life expectancy of doors is 20 years,
and is based on the assumption around the frequency of use 
of that particular door.

Standards and regulations
These are developing and changing all of the time, and 
therefore it is important to know and understand where they 
are heading. We have a number of staff who sit on standards 
boards and therefore we have a good insight into what is 
likely to occur in the future.

We are able to provide products and options on the 
majority of standards that affect ironmongery and doorsets. 
If we don’t, or there aren’t standards for a specific issue you 
need to resolve, we are able to offer advice, and if necessary 
develop and test products to ensure they deliver the 
appropriate function.

The ASSA modular lock was
tested to 2.4 million cycles 
(current legislation only requires 
200,000 cycle testing), and was 
still going strong, at which point 
the ASSA team felt that they had 
better things to do!



ASSA ABLOY Security Solutions 
School Street
Willenhall
West Midlands 
WV13 3PW 
Tel: 01902 366911
Email: info@assaabloy.co.uk
Web: www.assaabloy.co.uk

ASSA ABLOY is the global             
leader in door opening solutions, 
dedicated to satisfying 
end-user needs for security,          
safety and convenience.




